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Motivation

* Constantly changing landscape
* [Pv4-address drain
* (Lack of) IPv6 development

* Platform to automatically process and visualize data
* Geographical restriction
* Scheduling of measurements
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Objectives

*Display disparities between IPv4 and IPv6
*Collect AS-Data

*Schedule measurements

*Process and visualize results

* Accessible results

*Continuity
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Internet Network Topology

*Network topology: Layout of a network

*Many different Autonomous Systems
* Interconnected
* Independent

*Intra-domain network
*Inter-domain network
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Autonomous System 1

Autonomous System 2

Autonomous System 4

Customers of AS 2
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Autonomous System 3
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Internet Routing

*Intra-domain routing
*Determines package flow inside an AS

*Inter-domain routing
*Determines package flow between Ases
*Secures every subnet is known in the Internet

*Path selection
Per destination
Per flow

Per packet
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Internet Measurements

*Routing path invisible to the user
*Create readable network traffic
‘[raceroutes

*Access to different traceroute origins

*Altering Paths
Paris traceroute
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Example Network

TTL =
time to live

Wrong link created by routing change between the 1st and 2nd packet
TTL=1

TTL=2

Example Network 2

Loop created by routing change between the 3rd and 4th packet
TTL=1 TTL=2
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Data Collection - Platforms

*CAIDA AS-Rank

AS numbers

{.ocation

*Routeviews IP-prefix to AS mapping

*RIPE Atlas
Probe data
Measurements




Target Selection

*|Pv4 and IPv6 support

* Geo-location In Latin America
*Latin American country name
Customer cone size =1




Source Selection

*|Pv4 and IPv6 support
Connected and active

* Geo-location In Latin America
*1 source per AS




Frequency - Limitations

10 RIPE Atlas credits per
traceroute result

100 simultaneous measurements
*100.000 results per day
*1.000.000 credits per day




¢ID

Autonomous System

|Measurement Campaignl ¢*ID

*TPv4 address
*TPv6 address
*campaigns

Traceroute I

¢*ID
*measurement

*source
*destination
*hops
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1 *campaigns
n
Measurement
+ID L
*campaign Graphic
1*IP version *name
*sources *campaign
*destination
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Graphic Selection

*Heatmaps grouped by country

* k-core decomposition of AS-map
* Degree Distribution

*Average Neighbor Degree

* Clustering Coefficient
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GET Measurements

Data
}g ...........................
GET Data
g Probes | -
GET Probes

:}g Measurements, ...
GET Measurements

Monitoring systenﬁ

GET Measurement Parameters
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Websever Data Server Databank

1
I
User s

1: scheduleMeasurement(parameters)

I

|

|

|

|

|

) 1.1: validateParameters() :
|

1.2: startCreation(parameter!‘

1.2.1: getExternalData()

1.2.2: write(externalData)

1.2.3: selectSourcesTargets()

} 1.2.4: createMeasurement()

1.2.5: write(measurements)

Loop for each graphic

T
I
) 1.3: processResults() :
I

1.3.1: getResults()

<_ ______________

1.3.1.1: returnResults(measurements

) 1.3.2: createGraphic(measuremnts)

3.1.1: returnData(data) |

T : 1.3.3: write(graphic) |

| | I

| | I

| 1 1

2: requestResults(date) : :

: 2.1: getGraphics(date)
[
€ mmm i mmmm Im === === ——— ==

| 2.1.1: returnGraphics(graphics) \
[

1.3: displayGraphics() | :

| I

| I

[ |

3: requestDownload(selection) : |

I
I

| 3.1: getData(selection)
[
- = m e e - - - A =

|
|
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Implementation - Target
Selection

* Get ASes

* Get Routeviews data

* Filter ASes

* Assign IP-interaces to ASes




"data": {
"clique": "true",
"source": "e5e3b9cl3678dTc4B83Tb1f819d70883c ARIN",
"org": { "name": "Level 3 Parent, LLC", "1d": "LPL-141-ARIN" },
"cone": { "prefixes": 516117, "addresses": 1293145968, "asns": 36019 }, _
"latitude": "36.0978209554736",
"rank": "1",
"country": "US",
"name": "LEWVEL3",
"country name": "United States”,
"degree": {
"peers”: 085,
"globals": 5178,
"siblings": 9,
"customers": 5083,
"transits": 5177

¥,
"longitude": "-91.335620170744",
"1d": "3356"
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Implementation - Source
Selection

*Get RIPE Atlas probes

* Filter probes
1Pv4 and IPv6 interfaces
Network connectivity

*Reduce probes




Enter your Measurement Parameters

Sources: | 0 5|

Targets: | 0 5|

Repeiition of measurements: | 1 3|
Concurrent measurements: | 100 5|

Description: | What is your Description?

Protocol: |- TCP ~ |

Packets: | 1 B |

First Hop: | 1 2] |

Max Hops: | 32 b |

Paris: ‘ 1 =

Billing address: | The email which will be used to pay the measurements

APl-Key: | LO.9.90.99099.0090.0099.090.0.09999990.90

Repeat every: |' Never v .|

Start Measurement
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exemplary request = {
"definitions": [
{

"target": "202.153.100.2",
"af": 4,
"description": "Test measurement"”,
"protocol”: "TCP",
"packets": 8,
"size": 48,
"first _hop": 2,
"max_hops": 255,
"paris": 16,
"interval”: 3600,
"type": "traceroute"

"value": [1526, 2435, 6547, 6783, 7536],
"type": "probes",
"requested": 5

1
1,

"is _oneoff": False,

"start_time": "2019-07-07T712:00:00Z",
"stop_time": "2019-07-07T15:00:00Z",
"bill_to": "ripe.user@test.com"”
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asns

Parameters:
repetition

concurrent
probes

createMeasurements

measurements = DataFrame()

X, y=0
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False

x <
(repetition*len(asns) False

/concurrent)+1 End

True

False

Y

delay(1200s) )

Y

stopMeasurements(measurements)
measurement_to_db(measurements)

MALTE

y < concurrent

(y+x*concurrent)/repetition
< len(asns)

execute_POST_req(
asns[(y+x*concurrent/repetition)]
len(probes)

probes

L)

v

measurements.append(apiRespone)

v

y++
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Graphic Creation

*Create AS-Edges
*Map hop-IPs to AS
*Make edge of directly connected Ases

*Transform edges to map
*Calculate and plot results




Heatmap Creation

*Get last hop of every measurement

*Group by source-destination-
country-pair

*Calculate median of the RTTs
*Transform data into heatmap




App Routes Forms

Index IndexForm

Results = [|[N~-~"~"~=====7°7-7 ResultForm

Scheduling MeasurementForm

A

[
GET HTML iTemplates

Templates
Index <]_ _ _GET Class Variables_ _ _ _
Results Static
oo - GETOSS
Scheduling Bootstrap
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Participation Requests

2019-85-24T21:43:47Z
add 50 prohes with specified probe IDs

LEGEND & DISPLAY OPTIONS

participation

_~— probe type

country code

10000

[

O Autonomous System Number
Probe ID

current status

PARTICIPATION CURRENT STATUS PROBE TYPE

=, p—— ==

(5 / N A—
(1 Al \ [l

W 1] I ] | )
N/ Nt S

assigned connected anchor
- o
)
rejected disconnected
()
abandoned

showing probes information for current date

These probes were requested by the user

MALTE

OVERVIEW OF PROBES FOR THIS PARTICIPATION REQUEST
49 probes assigned / 1 rejected
@

b
—

264005 262]4‘3 IIEIE 5602 2BOO0 263779 4270 1916 265721

7'\ _u_ LA\ _u_ Y&\ &S

264&1] 2?3]? 22394 2254& 424?3 16509 64112 61468 264605

OOEEHEEEOE

27609 6057 10BB1 28573 523]4 2??33 ZEEI?E Z?Eﬂﬂ 6030

I \\ r'l \\ |'" Ry r' '1 r' '1 r' '1 r' '1 if \\

5786 I?Q? 23110 2??4? 6930 EIEI 52694 2B130 26610

|", 1 |' \'1 |"( \'1 |", \1
\'-\__r . '. > -\__r \'-\__r'. \-\__r

265826 23201 IdBGE -EEEE 2B1B6 61449 18747
y \ r., s s \"| r_» \"|

6939 11097 262266 52362

This is the evaluation of all the requested probes. They are
either assigned or not assigned.
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Median{ms) of RTTs by country, IPv6 (as of 06 Aug 2019)

Medianims) of RTTs by country, IPv4 (as of 06 Aug 2019)
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IPv6 Degree Distribution (as of 06 Aug 2019)

IPv4 Degree Distribution (as of 06 Aug 2019)
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IPv6 Average Neighbor Degree (as of 06 Aug 2019) IPvd Average Neighbor Degree (as of 06 Aug 2019)
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IPv4 Clustering Coefficient (as of 06 Aug 2019)

IPv6 Clustering Coefficient (as of 06 Aug 2019)
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Objectives

*Display disparities between IPv4 and IPv6
*Collect AS-Data

*Schedule measurements

*Process and visualize results

* Accessible results

*Continuity
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